CALIFORNIA LAW REVISION COMMISSION STAFF MEMORANDUM

Study K-500 August 3, 1995

First Supplement to Memorandum 95-34

Admissibility of Electronic Documents

In considering Memorandum 95-34, the following additional points may be of
interest to the Commission:

JUDICIAL COUNCIL: COURT TECHNOLOGY ADVISORY COMMITTEE

The Judicial Council has been active in integrating electronic technology in
the court system. After a recent task force study, it formed the Court Technology
Advisory Committee, a standing advisory committee whose function is to
“promote, coordinate, and facilitate acquisition and implementation of
information and communication technologies useful and appropriate to the
courts.” See Rule 1033 of the California Rules of Court; see also Judicial Council of
California: Report of the Court Technology Task Force, adopted by the Judicial
Council on Jan. 25, 1995 (hereafter “Report of the Court Technology Task Force™).

The Report of the Court Technology Task Force (pp. 31-34) identifies “nine
critical projects” that the Court Technology Advisory Committee should address
“as soon as possible.” Notably, none of these projects focuses on the rules of
evidence, but some of them may involve analyses that are also applicable in the
evidentiary context. For instance, projects such as developing a statewide court
information network and experimenting with filing documents electronically will
require implementation of security standards such as encryption. See Report of the
Court Technology Task Force, at A-2 (Goal 1, Point 1.1.7), A-7 (Goal 5, Points 5.1.1,
5.1.6). Encryption technology is also relevant to the evidentiary requirement of
authentication: Existing rules of authentication could be supplemented with a
new statute stating that a document meeting certain encryption requirements is
adequately authenticated.

In view of such potential overlap, or for other reasons, the Court Technology
Advisory Committee may consider it unnecessary for the Law Revision
Commission to get involved in updating the Evidence Code to accommodate
electronic evidence. On the other hand, however, the Commission and the Court



Technology Advisory Committee could perhaps complement one another in this
area:

e By studying the evidentiary rules and recommending
changes to accommodate electronic evidence, the Commission may
further a goal that the Judicial Council considers desirable but not
as pressing as the projects enumerated above.

= In the course of its study, the Commission may benefit from
the expertise of the Court Technology Advisory Committee.
Additionally, in some contexts the Commission may conclude that
the Judicial Council should have statutory authority to establish
specific standards of one kind or another (e.g., encryption
standards for meeting authentication requirements).

Obviously, it would be helpful to know the Judicial Council’s perspective on
these points.

EVIDENTIARY PRIVILEGES

As mentioned in Memorandum 95-34, if the Commission undertakes to
update the Evidence Code to accommodate electronic evidence, areas of the
Code meriting particular attention include the best evidence rule (see
Memorandum 95-41), authentication requirements, and the official records and
business records exceptions to the hearsay rule. Another major area in which
changes to accommodate electronic technology may be in order are the rules
establishing evidentiary privileges. The realm of electronic communications
raises many privacy issues, as is vividly demonstrated by the recent incident
involving widespread electronic distribution of what was intended to be a
private message describing the rescue of Scott O’Grady in Bosnia (see Exhibit pp.
1-2).

Many of the privilege rules are so generic that they do not need to be changed
to reflect the dramatic rise in electronic communications. But consider, for
instance, the following italicized language that was added to Evidence Code
Section 952 in 1994:

952. As used in this article, “confidential communication
between client and lawyer” means information transmitted
between a client and his or her lawyer in the course of that
relationship and in confidence by a means which, so far as the client
is aware, discloses the information to no third persons other than
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those who are present to further the interest of the client in the
consultation or those to whom disclosure is reasonably necessary
for the transmission of the information or the accomplishment of
the purpose for which the lawyer is consulted, and includes a legal
opinion formed and the advice given by the lawyer in the course of
that relationship. A communication between a client and his or her
lawyer is not deemed lacking in confidentiality solely because the
communication is transmitted by facsimile, cellular telephone, or other
electronic means between the client and his or her lawyer.

Even assuming that this amendment sufficiently addresses the privacy issues
relating to electronic communications in the lawyer-client context, consider its
impact on Evidence Code Sections 980 (privilege for confidential marital
communications), 992 (confidential communication between patient and
physician), 1012 (confidential communication between patient and
psychotherapist), 1032 (penitential communication), 1035.4 (confidential
communication between sexual assault counselor and victim), 1037.2
(confidential communication between domestic violence victim and counselor).
In varying degrees, those statutes are similar to Section 952 as it existed prior to
the 1994 amendment, yet none of them have been amended in similar fashion. To
prevent misinterpretations, this lack of consistency should be remedied, or at
least examined and explained.

STATUS OF PENDING LEGISLATION

AB 1577 (Bowen). Digital Signatures

AB 1577, formerly the California Digital Signature Act, as amended again in
the Senate on July 18, 1995, now pertains only to use of a digital signature in a
“written communication with a public entity, as defined in [Government Code]
Section 811.2, in which a signature is required or used.” See Exhibit pp. 3-4.

SB 1034 (Calderon). Evidence; electronic media

SB 1034 would amend Evidence Code Section 250 and Code of Civil
Procedure Section 2031 to facilitate discovery of computer evidence. The current
version of the bill includes the following legislative findings regarding computer
evidence:

The Legislature hereby finds and declares all of the following:



(@) That computerized recordkeeping has replaced more
burdensome manual recordkeeping systems to the point where
businesses and individuals rely primarily, if not exclusively, on
computer information in conducting their commercial and personal
affairs.

(b) That from the largest corporations to the smallest families,
people are using computers to cut costs, improve production,
enhance communication, store countless data, and improve
capabilities in numerous aspects of human endeavor.

(c) That computers have become so commonplace that many
lawsuits involve discovery of some type of computer-stored
information.

(d) That the development of new technologies for using, storing,
and transmitting information allows parties to test the rules of
disclosure or discovery by using these new technologies as a basis
for withholding information otherwise falling within the scope of
subdivision (a) of Section 2017 of the Code of Civil Procedure.

(e) That it would be a dangerous development in the law if new
techniques for easing the use of information become a hindrance to
discovery or disclosure in litigation.

() That the principle embodied in California’s discovery
statutes is that information which is stored, used, or transmitted in
new forms, including computer data, should be available through
discovery with the same openness as traditional forms.

(g) That case law interpreting applicable provisions of the
federal Rules of Civil Procedure relating to computer discovery
amply illustrate this point.

(h) That the new developments in computer technology require
greater clarity in California’s discovery statutes to keep pace with
these advances.

(i) That plaintiffs and defendants, demanding parties and
responding parties, all bear an equal obligation to ensure the
responsible use of the discovery process by engaging in good-faith
efforts to employ the most efficient means of producing, and
utilizing computer-stored information.

The bill, last amended on July 7, 1995, remains pending in the Assembly.



SB 926 (Calderon). Writings; electronic media

SB 926 would clarify that for purposes of the Public Records Act and
Evidence Code Section 250, the term “writing” encompasses computer data
stored on magnetic media. There has been no legislative action on the bill since
mid-March.

ISSUES TO RESOLVE
In sum, the issues before the Commission include:

(1) Does the Commission wish to pursue a study of evidentiary issues relating
to electronic evidence?

(2) If so, how would the Commission like to proceed?

(a) Through piecemeal reforms as the need appears (e.g., eliminating the
above-described inconsistency regarding evidentiary privileges)

(b) Through a more systematic, comprehensive review of the Evidence
Code, which could either:

— track the current organization of the Code, but begin with areas that
seem to warrant particular attention (e.g., authentication, privileges, best
evidence rule, hearsay rule)

— focus on categories of electronic evidence (e.g., email, facsimiles,
Internet sites, electronic evidence generated specifically for litigation) and
consider each category in turn

— follow some other approach

(3) If the Commission decides to go forward with a study, should we obtain a
consultant? If so, who?

(4) Additionally, if the Commission opts to do a comprehensive study of
electronic evidence, it may want to discuss, but need not now decide, whether its
general approach would be to:

(a) make the rules of evidence specific, such that they provide precise
guidance regarding the various existing technologies
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(b) make the rules of evidence fairly generic, such that they accommodate
new types of technology without requiring constant amendments

(c) make the rules of evidence fairly generic, but give another organization
(e.g., the Judicial Council) authority to promulgate more specific implementing
rules, at least in some circumstances.

Respectfully submitted,

Barbara S. Gaal
Staff Counsel
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Pilot’s
rescue
hits Net

in error

B Bosnia: An
airman meant to
send the secretive
account to friends.

BY BRIGID SCHULTE
Mercury News Waghington Bureau

WASHINGTON — It started as
& simple electronic high-five
among friends. Just hours after
the Scott 0'Grady rescue in Bos-
nia, an F-16 fighter pilot, still
pumping adrenalin, sat down at
his computer and banged out a
raw firsthand account of the mis-
sion,

“The whole thing from the au-
thentication to the pickup was
about 10 minutes (seemed like an
eternity). To hear communica-
tions ilke, ‘Basher 62, got you in
sight,” was pretty moving, espe-
cially after thinking for most of
the week that Zulu (0'Grady) was
a mort {dead),” he wrote.

Then, the pilot, Capt. Scott Zo-
brist, did what is becoming com-
rnonplaee in this information age:
He hooked up to the commercial
Internet and sent the report from
his base in Aviano, Italy, to &
handful of his Air Force buddies
and “other ... Hot Fighter Goda
on the net.”

And with the push of a button,
his world changed forever.

Zobrist's private message — in-
cluding diga at the Bosnian Serbs,
explicit descriptions of radio fre-
quencies, pilot code names, exact
times and weapons loads for the
mission — was passed around
the world to thousands and then
posted on an America Online bul-
letin board accessible to millipns.
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Pilot’s recollection
of rescue put on-line

B PILOT
Jrom Page 1A

From Aviano 1o Air Force bases
n South Korea and Japan and on
to friends and to friends of
friends. the report. written in
salty fighter-jock lingo. spread
like a cybereruption. With each
forward, the number of people
receiving . the message exploded
sxponentially.

There. for ail to read was infor-
mation that O'Grady, at numer-
cus press conferences after his
rescue. said he couid not answer.

The implication of Zobrist’s act
for the Pentagon, where control-

ling information is regarded as &
entical war-fighting tool. is stag-

ring.

“rZobrist's message) was more
detailed and more in-depth than
what intelligence sources were
providing under classified cov-
ars.' said one chagnned senior
Pentagon official last week.

“I think this is probably al-
ready well documented in Pyong-
vang, Be{jing, Tehran and any-
where else where they're inter-
ested in U.S. air operstions,” said
an angry Major Gen. Edward B.
Atkeson, & former intelligence of-
ficer now at the Washington-
based Center for Strategic and In-
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“To all my Viper buds . . . on the net’

Merrury Newn Weshington Bures
WASHINGTON — Here are
excerpts from Air Force Capt.

rescue of Scott O'Grady ss dis-

tributed on the Internet snd

posted on America Online's
Clty Online.

Defense officials scimowi-

the net

Scott Zobrist's report on the contact

to pass worda to the Deny
Flight CAOC (command cen-
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"' Fly safe. . . . Zobe

ternational Studies. 1 feel sorry
‘or him. But | feel sorrier for the
guys who're going to Tun the next
If Zobrist had written a letter,
phoned his mother or regaled
buddies in a bar with tales of the
rescue, intelligence exper:s say
he would have violated Pertagon
i on the release of sen-
sitive information. Still, the story
would have died in a few days.
As Zobrist and the Air Force

berspace. Nothing is private.

Anything goes. And

happens in the blink of AR eysy
“We need to recognize that
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Where to read it

The transeript of Zo-
brist's message is available
| in the Military City Omnline
section of America Online.
Users will find it in the
Open Forum under the
heading O'Grady’'s Rescoe.

i

i

leased to the media by the mili-
tary hss been cieared up and
down several chains of command

mail. He sent Zobrist an electronic
asking for permission to
put it on Military Oniine.

© It gets a little tricky here.
‘Even though | wouldn't post it
myself. unless it’s something
that's libelous or that violstes
America Online terms of service,
then we don't censor subscrib-
ers,” Ewing said. “There are a ot
of things posted we certainly
don't endorse or agree with . . .
but we don't remove them just
becanse thev're controversial.”
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AMENDED IN SENATE JULY 18, 1995
AMENDED IN SENATE JUNE 19, 1995
AMENDED IN ASSEMBLY MAY 30, 1995
AMENDED IN ASSEMBLY MAY 15, 1995
AMENDED IN ASSEMBLY MAY 2, 1995

CALIFORNIA LEGISLATURE—1995-96 REGULAR SESSION

ASSEMBLY BILL No. 1577

Introduced by Assembly Member Bowen
{Principal coauthor: Assembly Member Cunneen)

February 24, 1995

An act to add Section 16.5 to the Government Code, relating
to digital signatures.

LEGISLATIVE COUNSEL’S DIGEST

AB 1577, as amended, Bowen. Digital signatures.

Existing statutes do not generally govern the authenticity
and verification of electronic or similar data intended to act
as a signature, except in the case of electronic fund transfers
in nonconsumer situations in which case existing law provides
for security procedures related to verification of authenticity
of orders.

This bill would provide that, in any trevsaetion-in whieh
written communication with a public entity is & parky; at the
eption of the parties, a signature may be affixed using a digital
signature and that in those trenseetions communicstions, the
use of a digital signature would have the same force and effect
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AB 1577 —2

as the use of a manual mgnature—'-'[-‘hebﬂlweulddeﬁne & digital
signature if it complies with the bill’s requirements, including
a requirement that it conform to regulations adopted by the
Secretary of State. The bill would exempt certain reports
relating to environmental protecnon The bill would define a
digital signature.
Vote: majority. Appropriation: no. Fiscal committee: yes.

State-mandated local program: no.

The people of the State of California do enact as follows:

SECTION 1. Section 16.5is added to the Government
Code, to read:

165. (a) In any +transsedon in whiekh written
communication with a public entity, as defined in Section
8112, is & party in which a signature ef & party te the
fransecton i9 required or used; at the option of the
perties; any perty to the transaction is required or used,
any party to the communication may affix a signature by
use of a digital signature that complies with the
10 requirements of this section; in whieh ease the. The use

11 of a digital signature shall have the same force and effect
12 astheuseofamanualsrgnemre-

13 b} “Digital signature” means an electronie tdeahﬁer-
14 ercated by computer; that embeodies all ef the

15 signature if and only If it embodies all of the following
16 attributes:

17 (1) Itis unique to the person using it.

18  (2) Itis capable of verification.

19  (3) Itis under the sole control of the person using it.
90  (4) Itislinked to data in such a manner that if the data
21 is changed, the digital signature is invalidated.

22 (5 It conforms to regulations adopted bv the
23 Secretary of State. Initial regulations shall be adopted no
24 later than January 1, 1997. In developing these
25 regulations, the Secretary of State shall seek the advice of
26 public and private entities, including, but not limited to,
27 the California Environmental Protection Agency and the
298 Department of General Services.
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(b) The use or acceptance of a digital signature shall
be at the option of the parties. Nothing in this section shall
require a public entity to use or permit the use of a digital
signature.

(c) Digital signatures employed pursuant to Section
71066 of the Public Resources Code are exempted from
this section.

(d} “Digital signature” means an electronic identifier,
created by computer, intended by the party using it to
have the same force and effect as the use of a manual

signature.
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