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First Supplement to Memorandum 95-34

Admissibility of Electronic Documents

In considering Memorandum 95-34, the following additional points may be of

interest to the Commission:

JUDICIAL COUNCIL: COURT TECHNOLOGY ADVISORY COMMITTEE

The Judicial Council has been active in integrating electronic technology in

the court system. After a recent task force study, it formed the Court Technology

Advisory Committee, a standing advisory committee whose function is to

“promote, coordinate, and facilitate acquisition and implementation of

information and communication technologies useful and appropriate to the

courts.” See Rule 1033 of the California Rules of Court; see also Judicial Council of

California: Report of the Court Technology Task Force, adopted by the Judicial

Council on Jan. 25, 1995 (hereafter “Report of the Court Technology Task Force”).

The Report of the Court Technology Task Force  (pp. 31-34) identifies “nine

critical projects” that the Court Technology Advisory Committee should address

“as soon as possible.” Notably, none of these projects focuses on the rules of

evidence, but some of them may involve analyses that are also applicable in the

evidentiary context. For instance, projects such as developing a statewide court

information network and experimenting with filing documents electronically will

require implementation of security standards such as encryption. See Report of the

Court Technology Task Force, at A-2 (Goal 1, Point 1.1.7), A-7 (Goal 5, Points 5.1.1,

5.1.6). Encryption technology is also relevant to the evidentiary requirement of

authentication: Existing rules of authentication could be supplemented with a

new statute stating that a document meeting certain encryption requirements is

adequately authenticated.

In view of such potential overlap, or for other reasons, the Court Technology

Advisory Committee may consider it unnecessary for the Law Revision

Commission to get involved in updating the Evidence Code to accommodate

electronic evidence. On the other hand, however, the Commission and the Court
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Technology Advisory Committee could perhaps complement one another in this

area:

• By studying the evidentiary rules and recommending
changes to accommodate electronic evidence, the Commission may
further a goal that the Judicial Council considers desirable but not
as pressing as the projects enumerated above.

• In the course of its study, the Commission may benefit from
the expertise of the Court Technology Advisory Committee.
Additionally, in some contexts the Commission may conclude that
the Judicial Council should have statutory authority to establish
specific standards of one kind or another (e.g., encryption
standards for meeting authentication requirements).

Obviously, it would be helpful to know the Judicial Council’s perspective on

these points.

EVIDENTIARY PRIVILEGES

As mentioned in Memorandum 95-34, if the Commission undertakes to

update the Evidence Code to accommodate electronic evidence, areas of the

Code meriting particular attention include the best evidence rule (see

Memorandum 95-41), authentication requirements, and the official records and

business records exceptions to the hearsay rule. Another major area in which

changes to accommodate electronic technology may be in order are the rules

establishing evidentiary privileges. The realm of electronic communications

raises many privacy issues, as is vividly demonstrated by the recent incident

involving widespread electronic distribution of what was intended to be a

private message describing the rescue of Scott O’Grady in Bosnia (see Exhibit pp.

1-2).

Many of the privilege rules are so generic that they do not need to be changed

to reflect the dramatic rise in electronic communications. But consider, for

instance, the following italicized language that was added to Evidence Code

Section 952 in 1994:

952. As used in this article, “confidential communication
between client and lawyer” means information transmitted
between a client and his or her lawyer in the course of that
relationship and in confidence by a means which, so far as the client
is aware, discloses the information to no third persons other than
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those who are present to further the interest of the client in the
consultation or those to whom disclosure is reasonably necessary
for the transmission of the information or the accomplishment of
the purpose for which the lawyer is consulted, and includes a legal
opinion formed and the advice given by the lawyer in the course of
that relationship. A communication between a client and his or her
lawyer is not deemed lacking in confidentiality solely because the
communication is transmitted by facsimile, cellular telephone, or other
electronic means between the client and his or her lawyer.

Even assuming that this amendment sufficiently addresses the privacy issues

relating to electronic communications in the lawyer-client context, consider its

impact on Evidence Code Sections 980 (privilege for confidential marital

communications), 992 (confidential communication between patient and

physician), 1012 (confidential communication between patient and

psychotherapist), 1032 (penitential communication), 1035.4 (confidential

communication between sexual assault counselor and victim), 1037.2

(confidential communication between domestic violence victim and counselor).

In varying degrees, those statutes are similar to Section 952 as it existed prior to

the 1994 amendment, yet none of them have been amended in similar fashion. To

prevent misinterpretations, this lack of consistency should be remedied, or at

least examined and explained.

STATUS OF PENDING LEGISLATION

AB 1577 (Bowen). Digital Signatures

AB 1577, formerly the California Digital Signature Act, as amended again in

the Senate on July 18, 1995, now pertains only to use of a digital signature in a

“written communication with a public entity, as defined in [Government Code]

Section 811.2, in which a signature is required or used.” See Exhibit pp. 3-4.

SB 1034 (Calderon). Evidence; electronic media

SB 1034 would amend Evidence Code Section 250 and Code of Civil

Procedure Section 2031 to facilitate discovery of computer evidence. The current

version of the bill includes the following legislative findings regarding computer

evidence:

The Legislature hereby finds and declares all of the following:
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(a) That computerized recordkeeping has replaced more
burdensome manual recordkeeping systems to the point where
businesses and individuals rely primarily, if not exclusively, on
computer information in conducting their commercial and personal
affairs.

(b) That from the largest corporations to the smallest families,
people are using computers to cut costs, improve production,
enhance communication, store countless data, and improve
capabilities in numerous aspects of human endeavor.

(c) That computers have become so commonplace that many
lawsuits involve discovery of some type of computer-stored
information.

(d) That the development of new technologies for using, storing,
and transmitting information allows parties to test the rules of
disclosure or discovery by using these new technologies as a basis
for withholding information otherwise falling within the scope of
subdivision (a) of Section 2017 of the Code of Civil Procedure.

(e) That it would be a dangerous development in the law if new
techniques for easing the use of information become a hindrance to
discovery or disclosure in litigation.

(f) That the principle embodied in California’s discovery
statutes is that information which is stored, used, or transmitted in
new forms, including computer data, should be available through
discovery with the same openness as traditional forms.

(g) That case law interpreting applicable provisions of the
federal Rules of Civil Procedure relating to computer discovery
amply illustrate this point.

(h) That the new developments in computer technology require
greater clarity in California’s discovery statutes to keep pace with
these advances.

(i) That plaintiffs and defendants, demanding parties and
responding parties, all bear an equal obligation to ensure the
responsible use of the discovery process by engaging  in good-faith
efforts to employ the most efficient means of producing, and
utilizing computer-stored information.

The bill, last amended on July 7, 1995, remains pending in the Assembly.
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SB 926 (Calderon). Writings; electronic media

SB 926 would clarify that for purposes of the Public Records Act and

Evidence Code Section 250, the term “writing” encompasses computer data

stored on magnetic media. There has been no legislative action on the bill since

mid-March.

ISSUES TO RESOLVE

In sum, the issues before the Commission include:

(1) Does the Commission wish to pursue a study of evidentiary issues relating

to electronic evidence?

(2) If so, how would the Commission like to proceed?

(a) Through piecemeal reforms as the need appears (e.g., eliminating the

above-described inconsistency regarding evidentiary privileges)

(b) Through a more systematic, comprehensive review of the Evidence

Code, which could either:

— track the current organization of the Code, but begin with areas that

seem to warrant particular attention (e.g., authentication, privileges, best

evidence rule, hearsay rule)

— focus on categories of electronic evidence (e.g., email, facsimiles,

Internet sites, electronic evidence generated specifically for litigation) and

consider each category in turn

— follow some other approach

(3) If the Commission decides to go forward with a study, should we obtain a

consultant? If so, who?

(4) Additionally, if the Commission opts to do a comprehensive study of

electronic evidence, it may want to discuss, but need not now decide, whether its

general approach would be to:

(a) make the rules of evidence specific, such that they provide precise

guidance regarding the various existing technologies
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(b) make the rules of evidence fairly generic, such that they accommodate

new types of technology without requiring constant amendments

(c) make the rules of evidence fairly generic, but give another organization

(e.g., the Judicial Council) authority to promulgate more specific implementing

rules, at least in some circumstances.

Respectfully submitted,

Barbara S. Gaal
Staff Counsel

– 6 –










